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Adaptor Signature Scheme
Signature scheme:
• key generation: 𝑝𝑘, 𝑠𝑘 ← 𝐺𝑒𝑛(1!)
• sign: 𝜎 ← 𝑆𝑖𝑔𝑛 𝑠𝑘,𝑚
• verification: 0/1 ← 𝑉𝑒𝑟(𝑝𝑘,𝑚, 𝜎)

Adaptor Signature (AS) scheme w.r.t. hard relation 𝑅:
• pre-sign: 6𝜎 ← 𝑝𝑆𝑖𝑔𝑛 𝑠𝑘,𝑚, 𝑌
• pre-verification: 0/1 ← 𝑝𝑉𝑒𝑟(𝑝𝑘,𝑚, 𝑌, 6𝜎)
• adaption: 𝜎 ← 𝐴𝑑𝑎𝑝𝑡 𝑝𝑘,𝑚, 6𝜎, 𝑦
• extraction: 𝑦/⊥← 𝐸𝑥𝑡(𝑝𝑘,𝑚, 𝑌, 6𝜎, 𝜎)

(𝑌, 𝑦) ∈ 𝑅
𝑌 an instance (statement) 
𝑦 a witness of 𝑌
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Adaptor Signatures

1. (𝜎 ← 𝑝𝑆𝑖𝑔𝑛 𝑠𝑘,𝑚, 𝑌

2. Transfer (𝜎

3. 𝜎 ← 𝐴𝑑𝑎𝑝𝑡 𝑝𝑘,𝑚, (𝜎, 𝑦

Public Bulletin 
Board

4. Upload𝑚,𝜎5. Read σ

Alice Bob

Bob knows (𝑌, 𝑦)
and wants a signature (of Alice) on 𝑚

Alice knows (𝑝𝑘, 𝑠𝑘) and statement 𝑌
and wants the witness 𝑦

6. 𝑦 ← 𝐸𝑥𝑡(𝑝𝑘,𝑚, 𝑌, (𝜎, 𝜎)
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Atomic Swaps based on Adaptor Signatures

2. "𝜎! ← 𝑝𝑆𝑖𝑔𝑛 𝑠𝑘!, 𝑚!, 𝑌
2. Transfer "𝜎!

1. Sample (𝑌, 𝑦)
"𝜎" ← 𝑝𝑆𝑖𝑔𝑛 𝑠𝑘", 𝑚", 𝑌

1. Transfer 𝑌, "𝜎"

Blockchain
3. Post 𝑚

! , 𝜎!

5. 𝑦 ← 𝐸𝑥𝑡(𝑝𝑘!, 𝑚!, 𝑌, "𝜎!, 𝜎!)
𝜎" ← 𝐴𝑑𝑎𝑝𝑡 𝑝𝑘", 𝑚", "𝜎", 𝑦 3. 𝜎! ← 𝐴𝑑𝑎𝑝𝑡 𝑝𝑘!, 𝑚!, "𝜎!, 𝑦

6. Post 𝑚
", 𝜎

"
4. Read 𝜎!

Alice Bob

𝑚!: transfer coins from Alice to Bob
𝑚": transfer coins from Bob to Alice
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More Applications of AS

𝑦

BTC

ü Witness for a coin ü Multi-hop payments

𝑦

BTC

𝑦

BTC
Alice AliceBob Bob Samkie
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Security of AS [AEE+21 (ASIACRYPT]

1. !𝜎 ← 𝑝𝑆𝑖𝑔𝑛 𝑠𝑘,𝑚, 𝑌

2. Transfer !𝜎

3. 𝜎 ← 𝐴𝑑𝑎𝑝𝑡 𝑝𝑘,𝑚, !𝜎, 𝑦

Public Bulletin 
Board

4. Upload𝑚, 𝜎5. Read σ

Alice Bob

Bob knows (𝑌, 𝑦)
and wants a signature (of Alice) on 𝑚

Alice knows (𝑝𝑘, 𝑠𝑘) and statement 𝑌
and wants the witness 𝑦

6. 𝑦 ← 𝐸𝑥𝑡(𝑝𝑘,𝑚, 𝑌, !𝜎, 𝜎)

+Unforgeability
Sender’s security:
witness extractability

Receiver’s security
pre-signature adaptability
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Security of AS

Sender’s security (witness extractability):
Sender can extract a witness from the valid 
pre-signature and adapted signature

Receiver’s security (pre-signature adaptability):
Receiver can adapt a valid pre-signature into a 
full signature with witness 𝑦

1. !𝜎 ← 𝑝𝑆𝑖𝑔𝑛 𝑠𝑘,𝑚, 𝑌

2. Transfer !𝜎

3. 𝜎 ← 𝐴𝑑𝑎𝑝𝑡 𝑝𝑘,𝑚, !𝜎, 𝑦

Public Bulletin 
Board

4. Upload𝑚, 𝜎5. Read σ

Alice Bob

Bob knows (𝑌, 𝑦)
and wants a signature (of Alice) on 𝑚

Alice knows (𝑝𝑘, 𝑠𝑘) and statement 𝑌
and wants the witness 𝑦

6. 𝑦 ← 𝐸𝑥𝑡(𝑝𝑘,𝑚, 𝑌, !𝜎, 𝜎)

+Unforgeability
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Related Works

• ECDSA-based AS [AEE+21 (ASIACRYPT]
• Schnorr-based AS [AEE+21 (ASIACRYPT), TZC22 (ISC)]
• LWE/SIS-based scheme LAS [EEE20 (ESORICS)]
• Code-based scheme AS [KH22 (Cryptogr)]
• Isogeny-based scheme IAS [TMM21 (FC)]
• Identification (ID) schemes based AS [EFH+21, (PKC)]
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Related Works (AS for NP)

Dai et al. [DOY22 (INDOCRYPT)] answered to the affirmative.
Let 𝑆𝐼𝐺 be a normal signature scheme
• Pre-signature: 6𝜎 = A𝜎, 𝑌 s.t. A𝜎 ← 𝑆𝐼𝐺. 𝑆𝑖𝑔𝑛(𝑠𝑘, 𝑚, 𝑌 )
• (Full) signature: 𝜎 = A𝜎, 𝑌, 𝑦

The verification algorithm checks the validity of 
1. 𝑆𝐼𝐺. 𝑣𝑒𝑟(𝑝𝑘, 𝑚, 𝑌 , A𝜎)
2. (𝑌, 𝑦) ∈ 𝑅

The next natural question is can we have adaptor signatures for all NP ?
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Dai’s Construction

(Full) signature: 𝜎 = #𝜎, 𝑌, 𝑦

While simple it satisfies all security notions of AS:
vUnforgeability
vWitness Extractability

vPre-signature adaptability

Though it comes with a security risk:

vThe witness is exposed in plain!
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Why is witness exposure a problem?

𝑦

BTC
Alice Bob
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New Security Notion: Witness Hiding
• witness 𝑦 can be extracted from both a pre-signature and an adapted 

signature (jointly), but not from only one of them alone
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Question : Can we have witness-hiding adaptor signatures for all NP ?
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Witness-hiding AS vs. Sigma protocols

Prover Verifier

commitment 𝑐𝑚𝑡

(random) challenge 𝑐ℎ

response 𝑟𝑠𝑝

• Special soundness of Sigma protocols. 
From two valid transcripts with the 
same commitment but different 
challenges, one can extract a witness

• Witness extractability of AS. From a 
valid pre-signature and an adapted 
signature one can extract a witness

(𝑌, 𝑦) (𝑌)

A transcript = (𝑐𝑚𝑡, 𝑐ℎ, 𝑟𝑠𝑝)
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Designing AS for NP Relations

• Let 𝑆𝐼𝐺 be a normal signature scheme
• Now the pre-signature

6𝜎 ← A𝜎, 𝑌, (𝑐𝑚𝑡, 𝑐ℎ, 𝑟𝑠𝑝 ) s.t

• With witness 𝑦, 6𝜎 is adapted to
σ ← A𝜎, 𝑌, (𝑐𝑚𝑡, 𝑐ℎ′ ≠ 𝑐ℎ, 𝑟𝑠𝑝′ )

• Zero-knowledge of Sigma protocol ⟹ witness hiding

(𝑐𝑚𝑡, 𝑐ℎ, 𝑟𝑠𝑝) is a transcript for proving 𝑦
>𝜎 ← 𝑆𝐼𝐺. 𝑠𝑖𝑔𝑛 𝑠𝑘, 𝑚, 𝑌, 𝑐𝑚𝑡

Observation: 𝑐ℎ in the pre-signature can be fixed!
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Designing AS for NP Relations
• Define dummy message 𝑚𝟎, and now
6𝜎 ← A𝜎, 𝑌, (𝑐𝑚𝑡, 𝑐ℎ = 𝑚𝟎, 𝑟𝑠𝑝 ) s.t

• With witness 𝑦, 6𝜎 is adapted to
𝜎 ← A𝜎, 𝑌, (𝑐𝑚𝑡,𝑚 ≠ 𝑚𝟎, 𝑟𝑠𝑝′ )

(𝑐𝑚𝑡, 𝑐ℎ, 𝑟𝑠𝑝) is a transcript for proving 𝑦
>𝜎 ← 𝑆𝐼𝐺. 𝑠𝑖𝑔𝑛 𝑠𝑘, 𝑚, 𝑌, 𝑐𝑚𝑡

We need:
ü the commitment is not related to the witness
ügiven the commitment for dymmy 𝑚𝟎 and witness, one can open 

this commitment to any other message as the challenge
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Blum’s Sigma Protocol for Hamiltonian Cycle

Prover Verifier

𝑐𝑚𝑡"($)

𝑐ℎ = 0

𝑟𝑠𝑝 = (𝜋, 𝑑"($))
(𝐺, 𝐻) (𝐺)

• The commitment is not related to the 
witness

• With 𝐻 and 𝑐𝑚𝑡, 𝑐ℎ = 0, 𝑟𝑠𝑝 ,
𝑐𝑚𝑡 can be opened to an other
challenge 𝑐ℎ = 1

𝑐ℎ = 1

𝑟𝑠𝑝 = (𝜋(𝐻), 𝑑"(&))

𝑑: the opening of a commitment
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From Sigma Protocol to AS

ü the Hamilton cycle problem is NP-complete

ü Due to Karp reduction, any NP relation 𝑅 can be transferred into a 
Sigma protocol
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Framework of AS

One-way Functions

Signatures

Sigma Protocols
(with a specific 

adaptable message) Witness Hiding 
Adaptor Signatures

for NPCommitments

Hamiltonian Cycle
Relations

NP Relations
Karp Reduc.

+

+
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Conclusion

New security 
notion (witness 

hiding)

Construction of 
witness-hiding AS 

for NP

One-way functions 
imply witness 

hiding AS for NP
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